\Volume 35
Number 1

Examiner -

Official Publication of the Society of Financial Examiners ®



Volume 35 No. 1 ISSN 0190-2733 '

Articles in The Examiner reflect the
views of the individual authors and do
not necessarily represent the official
position or views of the Society of
Financial Examiners nor any state or
federal agency.

PUBLISHER

Paula Keyes & Associates

Editorial Offices:

Society of Financial Examiners

174 Grace Blvd.

Altamonte Springs, FL 32714

Phone: (407) 682-4930 (800) 787-SOFE
Fax: (407) 682-3175

www.sofe.org

SOCIETY EXECUTIVE COMMITTEE
President
Dennis L. Kluk, CFE

Secretary-Treasurer
Jim Hattaway, CFE, CIE

Vice Presidents

Eric C. Dercher, CFE

Michael P. Dinius, CPA, CFE
Roshanak “Roshi” Fekrat, CFE, CPA, CIA
Richard B. Foster, CFE

Ryan L. Havick, CFE

Mary M. James, CFE, CPM

Jenny L. Jeffers, CISA, AES
Robert B. Kasinow, CFE, ARe
James M. Kattman, CFE

Richard J. Nelson, CFE

David A. Palmer, CFE

Colette Hogan Sawyer, CFE, CPM

Immediate Past President
Richard Ford, CFE

Legal Counsel Pro Bono
William D. Latza, Esq.

Legal Counsel Emeritus
Vincent Laurenzano, CFE

Executive Director
Paula Keyes, CPCU, ARe, AIR, CPIW

© Society of Financial Examiners

WINTER 2010

INTHIS ISSUE

CRE REAAING PrOGIam .....uieeeeieieeeeetesississtsssssssssssssssssssssssssssssssssssssssssssssssssssssasssssses 2
How to Address the Risk in Risk-Based AUItS........c.couevrerrrreererseeseinseisssisesisesins 4
Assessing Corporate Governance on Risk-Focused Examinations.................... 7
ERM As a Competitive ADVANTAgE........ceveeeeeresrnrinsissnsisssssessssssssssssssssssssssssssssases 12
Ensuring Security Over Mobile TechNology ... 20

NAIC Meeting Notes

Recap of the WInter MEETING.......coerierireeessiseesstsssssssssesssssssssssssssssssssssssssssssessans 18
Associate Members of the Society of Financial ExXaminers ........cocvecererennenn. 33
Institutional Members of the Society of Financial Examiners..........ccccoecovevune. 35

Editorial and Publications Committee
Richard J. Nelson, CFE, Chair

Theresa Lewis, CFE

Robert H. Moore, CFE, CIE, CPA, FLMI

John Shirley, CPA

Jean Adams, CPA, CFE, CISA, AES
Jan Moenck, CFE, CRP, CIA, CBA, FLMI
Sean O’Donnell, CFE

Visit SOFE at: www.sofe.org




ERM AS A COMPETITIVE ADVANTAGE

Leveraging Risk Focused Examinations Companies with a strong ERM framework will find it easier to satisfy Risk
Focused Examination requirements and enjoy a competitive advantage.

Max J. Rudolph, FSA CERA CFA MAAA, is the
founder of Rudolph Financial Consulting,
LLC. He focuses on risk management tools,
using common sense to help organizations
make better decisions. He recently
completed research projects focused on
emergingrisks and ERM Practices as applied
to Health Insurers. He is an award winning
author who frequently presents and writes
on how to implement various tools given
limited resources. You can follow him on
Twitter at maxrudolph and read many of
his articles and presentations at www.
rudolphfinancialconsulting.com.

This article is based on an original
version published in The Actuary
magazine, AprillMay 2007, Society of

Actuaries, titled “ERM As A Competitive
Advantage: Moving Beyond PBA To Add
Value” by Max J.

Rudolph. It can be found on the SOA
Web site at http://[www.soa.orgl/library/
newsletters/the-actuarymagazine/2007/
aprillerm2007april.aspx.
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Leveraging Risk Focused Examinations
Companies with a strong ERM framework
will find it easier to satisfy Risk Focused
Examination requirements and enjoy a
competitive advantage.

Technology evolves. We now have iPads
and cloug computing. Projection models
have become increasingly sophisticated.
These improved tools have allowed
principles-based approaches (PBA) to
setting reserves and capital to arrive. PBA
isnot the future. It is here-now. Companies
are developing economic capital models
and using them to manage their risks.
Enterprise Risk Management (ERM)
is a hot topic, and getting hotter. Risk
focused examinations are now a regulatory
requirement. It is no coincidence these
are all happening concurrently. All are
branches of the same tree.

Risk focused exams are a great opportunity
for regulators to impact the number of
insurer insolvencies. At the same time,
risk focused exams are a risk for insurance
departments because they have partial
ownership and accountability for failed
insurers. By utilizing the mosaic theory,
often used by investors, a regulator can
coordinate knowledge from various risk
silos. This will help them better understand
the enterprise risks taken by the firm and
what current and emer?ing risks might
impact the firm materially.

Regulatory trends in financial institutions,
both domestically and internationally,
are evolving toward principles-based
approaches. PBA moves away from
setting these requirements based on
formulas locked in when a policy is
issued and toward using an insurance
company's unique strategies and portfolios
of assets and liabilities. These models
utilize a combination of stochastic and
deterministic tools to provide transparency
using actuarial judgment. This improves
previous rules that seem to always be
at least one product generation behind,
leaving re ngtors and other stakeholders
unclear of the risks taken. Transparency
is a key part of a functioning risk focused
exam. Prioritizing existing risks and
anticipating future risks serves the policy
holders best by identifying risks before
they lead to insolvency. Best practice
companies convert this knowledge into
a competitive advantage. A definition
of Enterprise Risk Management, created
nearly a decade ago by forward thinking
members of the Casualty Actuarial Societ

(CAS), recognized that risks can be bot
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mitigated and exploited. By understanding
which risks a company is adequately
paid to take, certain risks can be avoided
or hedged, while others are sought out.
This can be done by leveraging the work
performed in order to satisfy the needs
of various stakeholders to understand
the impact of what might be thought
of as a normal range of results, as well
as an extreme event, on a firm's income
statement and balance sheet. Although the
tools are available, some in the industry
seem to be waiting for regulators and
rating agencies to require their use. Those
who treat risk focused exams and PBA as a
checklist exercise will be left behind.

Companies build financial models for
pricing, valuation and strategic planning
needs. Understanding why the models
are different, or the pros and cons of
using the same models for all purposes,
allows value added analysis. Think of
them as building blocks, forming the
foundation for the projects that provide a
competitive advantage. Since regulatory
models provide the base that everything
else builds from, they need to reflect reality
for the company being modeled. No one
methodology or set of assumptions will
be appropriate for all companies. Too
much prescription will make it easier for
regulators to complete their normal audits
but won’t reduce the risk of insolvency.
Transparency and peer review are the
primary building blocks of a strong process.

Leveraging the Opportunity

Modelers build assumptions using
historical data extracts. This is a problem
if the distribution of future results will vary
from that recorded in the past. Similarly,
current market conditions may be driven
by something that the market may only
recognize in hindsight (e.g., equity bubble
of 2000 or RMBS in 2006). Models created
to manage the risks of the enterprise
provide an opportunity by making risks
transparent to someone using common
sense and a critical eye. Companies taking
financial models beyond PBA in this way
will add value to their firm. Those who
treat principles-based models as simply
higher cost versions of formula based
models will struggle to understand their
firm's actual resuﬁs and wonder why their
firm's financial experts did not anticipate
extreme events. Shortcuts designed to
reduce costs, whether time, money or
added complexity, must be documented
and tested so that successors are aware of
potential model limitations. Models will
never be perfect, but iteratively they can
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help the practitioner understand a firm's
potential results and make better decisions.
In the banking regulatory environment,
through Basel 1I, regulators have already
moved to a principles-based approach.
Initially there were few rules, and the
timing was bad as markets imploded
early in the learning }grocess before best
practices had been established. Companies
must defend their work with logic and
common sense. This requires a wide
range of professions to participate in the
process. At times external experts will
need to be included. While not perfect, this
process is much more flexible than prior
models. A partnership of sorts has been
developed in Canada between insurers
and regulators. Regulators in the United
States should monitor and learn from
these and other experiments, incorporating
what works and improving the rest. This
tyﬁe of world will require examiners and
other peer reviewers to stand up and
be heard. Contrarian thoughts should
be encouraged as the risk focused exam
process is implemented. We have seen that
the outlier is often correct and deserves
to be heard. A scenario or risk should be
considered consciously and addressed.
Regulators as well as internal participants
in the reporting process will need to be
diligent in their comments. With freedom
comes accountability.

The actuarial control cycle, an example of a
learning environment, allows the modeler
to iteratively improve assumptions
and models. Risk focused regulatory
requirements that formalize current best
practices as required standards will create
a self defeating platform. Methodologies
will continue to evolve. If regulators don't
allow improvements, they risk having
companies maintain one set of models for
statutory reporting and another to run the
business with regulators not seeing the
more useful set of numbers. This would
be a huge mistake, with the redundant
systems themselves increasing the firm's
risk. Interestingly, it would create an
opportunity for g er firms to create this
second set of models and use them for a
competitive advantage. Smaller companies
that can't afford multiple models would
be forced to work with just the ones that
would be approved by the regulators.

Good risk management practice requires
interaction between the Board of Directors
and individuals who understand the
nuances of the risks taken. A strong
examiner who adds context to their
comments from the state insurer’s office
will be welcome at companies with
a strong risk culture. A background
including knowledge of liabilities, assets
and operational risk prepares the examiner
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for the risk focused exam. Regulators
will interact with a broader group of
senior managers than previously during
a risk focused exam. The successful
regulator must demonstrate the ability to
communicate risks and what they mean to
decision makers.

The first step is to understand how
a company's current business works.
The individual who works on various
product lines during his or her career,
including stops that give expertise in areas
such as valuation, pricing, investments,
underwriting, marketing, customer service
and strategic planning, will have a more
comprehensive understanding of the
company and better understand the real
drivers of its value.

Moving Beyond the Shortcomings of
Existing Methods

A perfect storm symbolizes a series
of low probability events happening
concurrently, resulting in a strong storm
that causes havoc not seen in a lifetime or
more. Itis a true tail event. Recently, every
scenario that was unexpected has been
dubbed by the financial press (along with
the individuals who could have predicted
it with a basic scenario planning exercise)
"The Perfect Storm." Some have said that
stress scenarios should look at the most
extreme historical event and double it to
reflect potential future events. We can
no longer use the excuse that it has never
happened before to ignore a risk. Just
because you have not died does not make
you immortal. You still need to buy life
insurance.

Itis important that methodologies used by
modelers be both transparent and tied to
market forces. Asset managers experienced
challenges with regard to residential
mortgage backed securities. One could
argue that the problems could have been
anticipated given the combination of
leverage and poor incentives. The examiner
must consider what could happen, not just
what has happened.

Modeling techniques are built on
historically derived distributions which
may not properly reflect the future.
Mortality assumptions use only recent
experience, yet modelers are asked to
include tail risk. New techniques need
to be employed to include events such
as higher mortality due to a pandemic
or lower mortality due to cures for heart
disease or cancer. In the 1980s, portfolio
insurance created a new dynamic for
equity investments. This tool provided
protection for investors when markets
dropped. This worked as long as only a
few used it. When too much money used
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the same tool, it moved the market rather
than providing protection. Every few
years, central bank chairmen turn over
and countries change political direction.
Modelers need to be aware that it is far
too easy to lean toward the tendencies of
current leaders, when they too mean revert
to some unknown and changing average.
What can we learn from the past? What are
the unintended consequences of today’s
policies? Examiners need to anticipate
emerging risks and how they might impact
an insurer through sales practices and
existing blocks of business.

All distributions vacillate around the true
distribution, and it will change over time.
That is, volatility itself is volatile. Financial
markets are no different. Consumers and
businesses are continuing to act in more
sophisticated ways. Behavioral finance
attempts to describe how people will react
in certain situations, but it is a moving
target. When the current environment
is the only reality considered, decision
makers and regulators must realize that
a bet has been placed. Recognizing these
deficiencies, and making them transparent,
allows for improvements.

Models will never be perfect. While it is
important to understand their limitations,
they provide the quantitative information
necessary to optimize an objective function
given specific constraints. For examfale,
asset-liability management projects allow
the practitioner to test various investment
strategies and product designs to optimize
the risk-return relationship. The underlying
assumptions in each of these applications
are the best available, but understanding
where they come up short often creates an
opportunity for the practitioner to make
low risk bets. For example, if the yield
curve is currently low you might argue
that regression toward the mean will make
rates more likely to rise than fall. It could
be a low risk bet to market products like
payout annuities and participating life
insurance in this scenario. If interest rates
are high, mean reversion leads to a low
risk bet that deferred annuities and term
life policies are likely to perform relatively
better than other products. The modeler
might sug%:est overriding a constraint like a
minimum hurdle rate for pricing, accepting
the risk that rates could move against the
low risk bet. This will be readily apparent
when viewing the resulting distribution
using the chosen financial metric and time
horizon.

Regulators need to be aware of this
mean reverting tendency as well. Some
assumptions that appear to mean revert
(eventually) include stock market volatility,
high leverage and narrow credit spreads.
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ERM As A Corporate Advantage

But it is not that easy. Assumptions
interact, often in ways that surprise even
the experts. For example, the rise of hedge
funds and private equity pools, with their
highly leveraged balance sheets, created
a new and unknown dynamic. A spike in
interest rates could create havoc in these
pools as their cost of funds increases. How
this will impact various asset classes is
untested. The ERM practitioner will test
assumptions in advance and provide his
firm with options. The examiner should
do the same.

Risk management is about asking questions
and deveﬁ)ping potential solutions for
discussion and potential implementation.
Each situation is unique. No one has the
rifght answers. What other combinations
of events have been ignored? Common
sense, forward thinking and transparency
are crucial when evaluating the results of
models.

Making Better Decisions through
Alignment with ERM
Risk management addresses both risks
and returns. An alternative investment
strategy that maintains returns while
reducing risk by tightening the potential
distribution of results will improve a firm's
risk profile. There may be instances where
adding a unique risk not currently in the
insurer's portfolio can increase returns
while reducing risk in total. In this case
PBA aligns perfectly with ERM. A lower
risk strategy results in lower capital and
reserves. Transparency requires that each
product be priced to stand on its own.
Many firms have fallen into the trap of
giving away potential diversification
enefits. Adding a risk when an insurer
has limited expertise or understandin
has increased, not reduced, the true ris
of the enterprise. A company might
combine a block of term life policies with
a block of deferred annuities. Better yet,
products can be combined that provide
an internal hedge against a specific risk,
like combining life insurance with payout
annuities. In this example, it doesn't matter
which way mortality moves, better or
worse, because one product line does better
and one does worse than expected. The
corporate area (or Investment Department)
can act as a profit center/risk reducer
by reinsuring risks not under a business
unit's control (like credit risk). These are all
examples where a risk focused exam could
concentrate its efforts to better understand
the risks taken by a company. The regulator
and company can partner to better enable
a firm to weather tough times.

Every company has a unique set of

skills and knowledge. Expertise might
be focused on distribution, product
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design, customer service or investments.
If a company's expertise is its marketing,
should it pass through all financial risks?
Banks do this when t eﬁ put an insurance
agency inside a retail branch, collecting
commissions but retaining none of the
financial risk. If its product design area
exhibits an entrepreneurial spirit, then
the firm might adjust its strate%ly for that.
Each company is different, and the solution
unique. In the risk focused exam world,
this is recognized. In the ERM world, it is
exploited by sophisticated firms. There is
alignment.

Ways to Exploit Knowledge

ERM allows a company to manage its risks
holistically. Economic capital can measure
risk levels across all product line and asset
class combinations when done correctly.
By using a combination of assumed
correlations between each risk, a firm can
better understand and manage its unique
combination of risks.

Models often come up short, especially
when dealing with tail events not included
in the historical data extracts. Sensitivity
testing across a risk silo, or scenario
planning across the enterprise, can provide
complementary information. Assumptions
can be adjusted to see how much the
distribution of results has changed.
Graphing partner scenarios to see the
changes in results is as useful as sortin,

each distribution and generating mean an

standard deviation statistics. As they say, a
picture is worth a thousand words. Other
sensitivities require only a single scenario.
You can get a pretty good idea of the
impact of an expense reduction or increase
by comparing firm-wide results against the
base scenario. Results of other scenarios
will be similar. Other assumptions will turn
out to be consistent across scenarios, but
you need to test it to find out. Other times
you will be surprised the other way. With
each iteration, the observant modeler will
learn something new and the model will
become both more transparent and useful.
PBA modelers will develop tools to include
these tail events and they will become
recognized standards. These might include
generators of economic scenarios or other
assumptions that move randomly between
distributions (e.g., regime switching
models), or something better might be
developed. Regulators should strongly
encourage this seemingly random path and
not force specific solutions. Risk focused
exams should leverage these internal tools.

Strategic planning must be timely and
flexible. Even if a CEO is not presented
an interactive spreadsheet to test their
own scenarios, turnaround time must be
quick for recurring risk metrics. Slow risk
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management is little different than no risk
management. Plans should be developed
and tested in advance.

A firm can consciously take a bet. For
example, some companies have used their
Asset-Liability Management expertise
as a competitive advantage by using a
strategy that invests assets longer than
the liability constraint (increasing the
interest rate risk as measured by duration).
While the risk theoretically increased, the
expected return also increased. As rates
came down it was a great strategy. When
rates increased for a short period in 1994,
mismatched bet takers like Orange County
were identified. A similar situation today
might occur if interest rates were to spike
for those heavily invested in adjustable
rate mortgages.

When modeling interest rates, the startin
Kield curve is often used, along wit

istorical volatility and a long-term mean
reversion rate. If you think one or more of
these assumptions might not reflect the
future, change them. %ee how sensitive
the assumption is. The same can be done
with equity generators. While some feel
the markets are always correct, perhaps
you think this is not always the case and
are willing to use strategies that overload
certain sectors or underweight domestic
versus international issues. You might
be wrong, and should limit exposure to a
level you can live with. Risk taking should
always be done with intelligence and
common sense.

Developing Leaders

Some of the smartest and most marketable
employees are modelers. Sophisticated
firms and regulators will be able to retain
them. By giving them exposure to decision
makers and allowing them to try ideas even
if they fail, a firm will develop creative and
intelligent risk takers that form the pool
for the next generation of leaders. Models
are simply a tool to make risks more
transparent so a firm can better understand
where its competitive advantages lie.
Staying well connected, both internally and
externally, will hega the risk management
professional understand operational
risks outside normal day-to-day activities
when a crisis hits. They will learn how to
communicate with senior management
and external stakeholders in advance, and
will anticipate questions. They become key
pl;iflers in the strategic planning process,
and love their job so much they would do it
for free. OK, maybe not free, but it's clearly
a good environment for everyone. Entities
that hide these talented individuals, usin
them only for regulatory reporting, will
lose their unique skills as they seek better
opportunities elsewhere. These individuals
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are ideal for positions implementing risk
focused exams as well. Their ability to dive
into the details allows them to see both the
forest and the trees.

Companies will be required to utilize
principles-based approaches to satisfy
regulatory requirements. Those that
leverage these models, combining unique
risks and strategies, to both measure and
manage risk to the enterprise will create a
competitive advantage for their firm along
with the culture to sustain it. It is certainly
true—Risk is Opportunity.
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